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Structures fonctorielles

Class Functor F :=
{ map: ∀ A B, (A → B) → F A → F B }.
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Add round key

⊕
Class Applicative {F} ‘(Functor F) :=
{ pure: ∀ A, A → F A
; app: ∀ A B, F (A → B) → F A → F B}.
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Shiftrows

>>> 1

>>> 2

>>> 3

ShiftRows
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Néperien

Class Naperian {F} ‘(Functor F) Ix :=
{ lookup: ∀ A, F A → Ix → A
; init: ∀ A, (Ix → A) → F A }.
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Shiftrows

>>> 1

>>> 2

>>> 3
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Circulant

Class Circulant {F} ‘(Functor F) :=
{ circulant: ∀ A, F A → F (F A)
; anticirculant: ∀ A, F A → F (F A) }.

Néperien

Class Naperian {F} ‘(Functor F) Ix :=
{ lookup: ∀ A, F A → Ix → A
; init: ∀ A, (Ix → A) → F A }.
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Mixcolumns
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Subcells
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Round complet

Class Boolean (T: Type) := { tt: T ; ff: T; ...}

Etapes
• subcells : ∀ B: Boolean, Slice8.T B → Slice8.T B

• add round key : ∀ B: Boolean, B → B → B

• shiftrows : ∀ A, Rows.T (Cols.T A → Cols.T A)
• mixcolumns : ∀ B: Boolean, Rows.T B → Rows.T B

Composition
state := ?

Rows.T (Cols.T ( Slice8.T bool))
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Efficacité

Etat en mémoire

Solution : Bitslicing
state := Rows.T( Cols.T (Slice8.T bool))
state2 := Slice8.T︸ ︷︷ ︸

8 registres
( Rows.T (Cols.T bool)︸ ︷︷ ︸

16 bits

)
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Bitslicing

Remplissage optimal

s t a t e ∗ s t a t e
:= S l i c e 8 .T ( Rows .T ( Co l s .T boo l ) ) ∗

S l i c e 8 .T ( Rows .T ( Co l s .T boo l ) )
= S l i c e 8 .T ( Rows .T ( Co l s .T boo l ) ∗

Rows .T ( Co l s .T boo l ) )
= S l i c e 8 .T ( Rows .T ( Co l s .T ( boo l ∗ boo l ) ) )
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Bitslicing : le surcoût
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Fixslicing

>>> 1

>>> 2

>>> 3

ShiftRows MixColumns
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Fixslicing

(a) mod 0 (b) mod 1

(c) mod 2 (d) mod 3
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Conclusion et Travaux futurs

Dans ce travail :
• Expressivité des structures fonctorielles
• Une description pour trois implémentations
• Autre cas d’étude : Gift (cf Yves)

Dans le futur :
• Structure ad-hoc : foncteur Circulant
• Compiler vers une vraie implémentation

Rocq : https://github.com/pedagand/bitfix
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